Delivering confidential messages in wireless network is gaining continuous attraction as a fundamental building block for the Internet of things (IoT). This paper overviews the confidential message transmission techniques in broadcast channel (BC) where a transmitter serves multiple users by delivering confidential messages to their intended users. Each confidential message must be prevented from extracting its information by any unintended users. First, we consider a basic network consisting of two users. In the two-user BC, the secret dirty paper coding (S-DPC) achieves the secrecy capacity region. However, since the DPC requires a high computational complexity for characterizing the capacity region, two sub-optimal transmission techniques with low complexities are explained. Second, we extend our discussion to the network including more than two users. For K -user BC with confidential messages, the optimal transmission scheme and the secrecy capacity region have not yet been derived. Instead of presenting the optimal scheme, we explain two sub-optimal transmission techniques and compare their features and performances. In conclusion, we discuss the open problems in the confidential message transmission for networks with more than two users.
I. INTRODUCTION
The developments of wireless communication devices and technologies lead to rapid increase in the number of smart objects connected to the wireless network. However, due to the broadcast nature of wireless channel, the wireless communication is vulnerable to attacks, compared to the wired communications. The attacks in wireless communications is categorized into active and passive attacks. For the active attacks, the attacker tries to disturb the wireless communications of other users by transmitting jamming signals. For the passive attacks, the attacker tries to eavesdrop the other users' messages without any disturbance. For this reason, the attacker is called eavesdropper in passive attacks. In this paper, we mainly focus on the second type of attacks, the passive attacks.
In order to prevent the eavesdropping, the transmitter is required to take account of information leakage to the The associate editor coordinating the review of this manuscript and approving it for publication was Mostafa Zaman Chowdhury . eavesdroppers in message transmissions [1] . In point-topoint communications, there has been extensive work on the secure wireless communications in the information theoretic approach. As an initial work on secure communication, Shannon has introduced the concept of information theoretic secrecy [2] . The concept has been generalized to a fundamental network, called wiretap channel [3] . As shown in Fig. 1 , the basic wiretap channel consists of transmitter (Alice), legitimate receiver (Bob), and eavesdropper (Eve). The link from Alice to Bob is called as a main link, and the link from Alice to Eve is called as a wiretapping link. Considering a Gaussian channel, the received signals of Bob and Eve are given by
where x denotes a symbol of the codeword transmitted from Alice, and h B and h E denote channel gains of the main and wiretapping links, and z B and z E ∼ CN (0, σ 2 z ) denote additive Gaussian noises. In the wiretap channel, Alice is required to deliver message W to Bob while preventing Eve from extracting any information about the message. The condition for perfect secrecy is given by
where H (W ) is the entropy of W and H (W |y E ) is the conditional entropy of W given y E , respectively. As the most well known performance metric for communication security, we can consider a secrecy rate. The secrecy rate is defined by the communication data rate which enables the legitimate receiver (Bob) to recover the transmitted message while guaranteeing perfect secrecy condition. The maximum achievable secrecy rate is defined as the secrecy capacity. From (1), the secrecy capacity of the basic wiretap channel can be computed by
where [a] + = max(0, a), E |x| 2 = P, ρ = P σ 2 z denotes the signal-to-noise ratio (SNR). The secrecy capacity expression (3) shows that it is possible to communicate with a positive secrecy rate only when the received SNR of Eve is smaller than that of Bob. In other words, the secure communication is impossible if the main link is a degraded version of the wiretapping link. In order to circumvent this problem, several techniques, such as multi-antenna transmission [4] - [6] and artificial noise transmission [7] have been discussed.
As an extension to multi-user scenario, secure communications have been discussed in broadcast channels (BC) with eavesdroppers where a transmitter tries to send messages to multiple legitimate users without any information leakage to eavesdroppers. In general, the BC with eavesdroppers can be classified into two types: the wiretap BC [8] and the BC with confidential messages [9] , [10] . The wiretap BC deals with the communication security problems in the network with external eavesdroppers. Since the external eavesdroppers have no interaction with any terminal in the network, the channel state information (CSI) about the eavesdroppers is generally assumed to be unknown at the transmitter. For this reason, it is impossible to always guarantee the communication security in wiretap BCs. Most works on wiretap BC have considered transmission strategies for guaranteeing security with a high probability instead of guaranteeing the security all the time [11] - [13] . With the imperfect or no CSI of the eavesdroppers, transmitting artificial noise onto the null space of the legitimate receiver's channel is considered as an effective way to improve secrecy outage capacity or secrecy outage probability by exploiting multiple transmit antennas. Since all the receivers except the legitimate receiver are affected by the artificial noise, the artificial noise transmission can degrade the link condition of eavesdroppers even though the global CSI is unavailable. As the second type of channel, the BC with confidential message deals with the communication security problems in the network with internal eavesdroppers. In other words, the transmitter assumes all the internal users can potentially act as eavesdroppers in transmission of confidential messages. The global CSI is generally assumed in this channel model since the internal users have some interaction with the transmitter contrary to the passive external eavesdropper in wiretap channels.
In the MIMO broadcast channel with confidential message, the received signal of user i ∈ K is given by
where K denotes a set of users,
x ∈ C N t , and z i ∈ C N r i , for i ∈ K. For the confidentiality between users, the transmit signal x should be designed to satisfy the condition
for any k, i ∈ K and k = i. In other words, for a user k, any unintended user i = k is considered as an eavesdropper, and the transmitter prevents it from extracting any information of W k from its received signal y i . For this reason, every confidential message transmission suffers from different set of eavesdroppers, and this makes the transmission strategy design more complicated than the wiretap broadcast channel, which deals with common external eavesdroppers. Consequently, the techniques developed for wiretap channels cannot easily apply to the broadcast channel with confidential messages, and the optimal transmission strategy for achieving the secrecy capacity region 1 have not yet been derived except some special cases.
II. TWO-USER BC WITH CONFIDENTIAL MESSAGES
In this paper, we discuss the secrecy capacity region and the corresponding optimal strategy in special scenarios. Furthermore, we introduce some practical transmission strategies that provide reasonable secrecy performances with a low computational complexity in general scenarios, where the 1 The achievable secrecy rate region is defined as a set of secrecy rate tuples (R s,1 , R s,2 , âĂę, R s,K ) that can be achieved by a certain coding scheme, and the secrecy capacity region is defined as a union of the secrecy rate regions for any coding schemes [10] . secrecy capacity region has not been derived. Although they do not guarantee theoretical optimality, they provide insightful information for understanding secrecy performance in practical wireless and designing secure communication systems. There have been some survey papers that deal with the topic of confidential broadcasting [14] - [17] . However, they have devoted a single section to a brief explanation of the main results of broadcasting channel with confidential messages as one of promising channel models in future wireless networks. On the other hand, this paper focuses only on the broadcast channel with confidential messages and explains the history, fundamental ideas, and performances of confidential broadcasting techniques in more detail.
The rest of this paper is organized as follows: In section II, we discuss the optimal transmission scheme and the corresponding secrecy capacity region in a two-user BC with confidential messages. In section III, we discuss some transmission schemes for maximizing the sum secrecy rate in a multi-user BC with confidential messages. In section IV, we introduce some future technical challenges in the BC with confidential messages. Finally, section IV concludes the paper.
For a traditional two-user BC, the transmitter serves two users with two independent messages (W 1 , W 2 ), where W 1 and W 2 are messages for user 1 and user 2, respectively. The dirty paper coding (DPC) has been derived as the optimal coding technique to achieve capacity region in the traditional BC [18] . For example, the DPC enables the transmitter to encode W 1 so that the decoding of W 1 at user 1 is not interfered by the codeword of W 2 . With the DPC, the user 1 is able to achieve the capacity as if there is no interference. Meanwhile, the achievable rate for user 2 is equivalent to the rate achievable with treating interference signal as additional noise. Although DPC achieves the capacity region of twouser BC, it cannot guarantee the confidentiality of message to the unintended user. In other words, each user is able to extract some information of the other user's message from its received signal. Fig. 2 illustrates the model of two-user BC with confidential messages. The channel is modeled by (4) with K = {1, 2}.
Basically, the channel model is similar to the traditional BC except that each user should not be able to extract any information of the other user's the message. For example, the transmitter is required to encode the messages (W 1 , W 2 ) to enable user i to recover the intended message W i while preventing it from extracting any information about the unintended message W j from its received signal, i = j.
A. OPTIMAL SCHEMES AND SECRECY CAPACITY REGIONS
For a two-user single-input and single-output (SISO) Gaussian BC with confidential messages, a double binning scheme, which combines the Gel'fand-Pinsker binning [19] and the random binning, has been proposed to jointly encode (W 1 , W 2 ) while preserving confidentiality [20] . When the channel condition of user 1 is better than that of user 2, the double binning scheme achieves the secrecy capacity region as follows
where R s,i denotes the achievable secrecy of user i. From (6) and (7), we can see that the maximum achievable secrecy rate of the user 1, who has a higher channel gain, is equivalent to the secrecy capacity of the basic wiretap channel (3), but the user 2, who has a degraded channel gain, cannot achieve any secrecy rate at all. On the other hand, if the transmitter is equipped with multiantenna, two-user BC is not degraded and this makes it possible for both users to achieve strictly positive secrecy rates. For two-user MIMO Gaussian BC with confidential messages, the secrecy capacity region has been shown to be achieved by the DPC with the double binning code structure, called a secret DPC (S-DPC) [10] , [21] , [22] . Under a matrix power constraint E xx H S, S-DPC achieves the secrecy capacity region of two-user MIMO BC with confidential messages as follows
where S ∈ C N t ×N t is a positive semidefinite matrix. Note that (8) and (9) are the same as the secrecy capacity of MIMO Gaussian wiretap channel when the unintended user is treated as an eavesdropper. In other words, both confidential messages W 1 and W 2 can be simultaneously transmitted at their respective maximal secrecy rates when the matrix power constraint is imposed. Given matrix power constraint S, the maximum rates of (8) and (9) can be computed by using the eigenvalue decomposition. Based on the rates (8) and (9), the secrecy capacity region with the average power constraint E ||x|| 2 ≤ P is represented by
The secrecy capacity region C s (P) is obtained by the union of rate pairs R s,1 (S) ,R s,2 (S) for all possible matrix power constraints S [10] , [22] . For a special case where each user is equipped with a single antenna, the secrecy capacity achieving transmit covariance matrices S can be constructed with the weighted sum of rank one matrices, which are determined by the generalized eigenvalue decomposition [21] . However, for general two-user MIMO BC, there has been no computationally efficient way to derive optimal transmit covariance matrices S achieving the secrecy capacity. The secrecy capacity can be characterized with an exhaustive search over all positive semidefinite matrices S satisfying Tr (S) ≤ P.
B. SUB-OPTIMAL SCHEMES WITH LOW COMPUTATIONAL COMPLEXITY
In the system with the average power constraint, the high computational complexity of capacity achieving strategy (10) motivates the studies on sub-optimal low complexity strategy for confidential message transmission in two-user MIMO BC. Under the average power constraint, a linear precoding strategy has been investigated to avoid high complexities for DPC and exhaustive search (10) in two-user MIMO BC with confidential messages [23] , [24] . The linear precoder exploits the generalized singular value decomposition (GSVD) to diagonalize the two channel matrices simultaneously. Then, based on the parallelized channels with GSVD, it is able to independently apply the conventional wiretap channel coding technique to each parallel channel, and it reduces the problem to the power allocation among parallel channels. Even though the generalized singular value decomposition (GSVD)-based linear precoding is strictly sub-optimal for average power constraint, it is able to achieve the same secrecy rate region as S-DPC for some matrix power constraints S.
In order to reduce the computational complexity in the exhaustive search (10) , an iterative algorithm has been investigated to find the transmit covariance matrix S that approximates a boundary point of the secrecy capacity region [25] . Specifically, first, the problem (10) is transformed by the weighted sum secrecy rate maximization (WSSRM) problem. Then, based on the facts that the WSSRM problem has zero duality gap and KKT conditions are necessary conditions for the optimal solution, the block successive lower-bound maximization (BSLM) method is applied to the WSSRM problem for finding S that can be the optimal matrix power constraint achieving a boundary point of the secrecy capacity region. Even though it does not provide a closed-form algorithm for calculating the transmit covariance matrix, it can achieve larger secrecy rate region than the GSVD-based linear precoding strategy. The table 1 describes the orders of complexities for the aforementioned strategies [10] , [21] - [25] . In table 1, L = min (N t , N r1 , N r2 ), denotes maximum allowable error in power allocation, and = min( 1 , 2 ), where 1 and 2 denote maximum allowable errors of BSLM and bisection algorithms, respectively. Fig. 3 compares the achievable secrecy rate regions of the aforementioned schemes in [23] , [25] with the secrecy capacity region [10] in the two-user MIMO BC with confidential messages. 2 The average power constraint is considered, E[||x||] ≤ P. The transmitter and users are equipped with two antennas, M = N 1 = N 2 = 2, and the channel matrices of two users are set to be
2 Even though the result of Monte Carlo simulation can provide good intuition by enabling performance comparison in an average manner, it does not explicitly illustrate the secrecy capacity region expression (10) . Furthermore, it is computationally intractable to obtain the results of (10) with Monte Carlo simulation because it involves the exhaustive search. Fig. 3 shows that the secrecy capacity region is not a rectangle shape since it is obtained with the union of rectangleshaped rate regions for all possible matrix power constraints S. The achievable rate regions of both sub-optimal strategies are shown to be smaller secrecy rate region than the secrecy capacity region. Moreover, WSSRM-based iterative algorithm is shown to achieve larger secrecy rate region than the GSVD-based linear precoding at the cost of higher complexity.
Recently, simple linear precoding strategies, which are based on matched filter (MF), have been discussed for confidential broadcasting in millimeter wave (mmWave) communication systems [26] . Although their precoder designs are much simpler than the GSVD-based strategies, they provide considerable secrecy rate performance by effectively reducing the information leakage to the unintended user with the high directionality of mmWave channels. Fig. 4 illustrates K -user BC with confidential messages, where K > 2. For each confidential message, K − 1 unintended users are treated as eavesdroppers. The optimal strategy for the two-user BC, S-DPC, cannot be directly applied to the general K -user BC. Furthermore, the optimal confidential message transmission scheme and the secrecy capacity region for K -user BC with confidential messages have not been derived except for some special cases. In K -user SISO Gaussian BC with confidential messages, it has been shown that only one user who has the largest channel power gain among K users is able to receive its message with a positive secrecy rate [27] . In other words, the other K − 1 users cannot obtain any information about their messages confidentially. When the channel gain are randomly generated, the average network secrecy capacity approaches to zero as the number K of users increases since the number of eavesdroppers increases with K . On the other hand, in K -user MIMO Gaussian BC with confidential messages, the secrecy capacity region have not been derived yet.
III. K -USER BC WITH CONFIDENTIAL MESSAGES
When the multi-antenna is available at the transmitter in K -user BC, we can consider zero forcing (ZF) precoding as one of simplest ways to block the information leakage to the unintended users. However, since it can significantly degrade the signal reception of legitimate links as well, the regularized channel inversion (RCI) precoding have been investigated to tradeoff between the information leakage and the desired signal reception by controlling regularization parameter [28] - [31] . For a tractable analysis, they assume N t and K go to infinity with a fixed ratio β = K /N t and consider a worst-case scenario where all unintended users can share their received signals and act like a single eavesdropper with K − 1 antennas. Multiple transmit antennas are utilized for managing the signal leakage to the unintended users. In other words, instead of completely nulling out the signal leakage to the unintended users, multiple transmit antennas is utilized for balancing the information delivery to an intended user and the signal leakage to unintended users for maximizing sum secrecy rate. Specifically, the RCI precoding matrix W = [w 1 , . . . , w K ] is given by
where H ∈ C K ×N t denotes channel matrix, denotes a normalization constant for Tr WW H = 1, and ζ > 0 denotes a regularization parameter which balancing the transferred information to the intended user and the signal leakage to the unintended user. Both the transferred information and the signal leakage increase with ζ [32] . In the RCI for traditional BC without eavesdroppers, the optimal regularization parameter maximizing the achievable sum rate is determined by ζ * NoEve = β/ρ for a high SNR, ρ → ∞. On the other hand, in the RCI for BC with confidential messages, the optimal regularization parameter maximizing the sum secrecy rate is half of the parameter in traditional BC ζ * = ζ * NoEve /2 for β < 1. This is because the transmitter needs to regulate the signal leakage to the unintended users more strictly to prevent them from recovering the information of the other users' messages. With the optimal regulation parameter ζ * , the achievable sum secrecy rate of RCI-based scheme is represented by
where h k denotes the channel gain of user k. The RCI-based transmission scheme is able to achieve the higher sum secrecy rate than the traditional RCI precoder with ζ * NoEve when the system has enough degree of freedoms β < 1. However, the secrecy sum-rate degrades as β increases and becomes zero when β ≥ 2 due to the limited degree of freedoms for regulating the signal leakage to unintended users [28] - [30] . In other words, RCI-based strategy cannot apply to the scenarios where the number of users K are much larger than that of transmitter antennas.
As an effective tool to increase the sum secrecy rate, the user scheduling technique has been discussed in [33] . The transmitter schedules a group of users whose channel vectors are mutually orthogonal and transmits confidential messages only for users in the scheduled group. Similar to the works on RCI-based scheme [28] - [30] , the worst-case scenario of cooperative eavesdroppers is considered for a tractable analysis. With the assumption of perfect orthogonality among the scheduled users, the joint beamforming design problem is simplified into separate beamforming design problems for each user and is optimized with the GSVD-based beamforming. The group scheduling provides an additional sum secrecy rate improvement to the conventional scheme without user scheduling. However, due to the worst-case assumption of cooperative eavesdroppers, the secrecy sum rate degrades rapidly with the number of users K and is almost zero for N t ≤ K /2 analogously with the RCI-based scheme [28] - [30] .
If we discard the worst-case assumption of cooperative eavesdroppers, the sum secrecy rate performance can be improved even though the problem gets more challenging for exploiting the additional degrees of freedom. Specifically, the transmission strategy is required to deal with the signal leakage to the most dominant eavesdropper, who has the largest received SINR among unintended users, instead of the sum signal leakage to all eavesdroppers. The RCIbased scheme [28] - [30] can also be applied to the network with non-cooperative potential eavesdroppers and can even provide a reasonable sum secrecy rate performance if there is enough number of transmitter antennas N t ≥ K to make nearly orthogonal communication link for each user. However, if the number of transmit antennas is much smaller than the number of users N t K , it is impossible to regulate the signal leakage to all unintended users with multi-antenna technique as shown in [28] - [30] .
In order to cope with the problem caused by the limited spatial degrees of freedom, the combination of the user scheduling and the artificial noise transmission has been introduced in [34] , [35] . Specifically, given scheduled user k, the transmit signal x ∈ C N t ×1 is composed of the information beam w k and the artificial noise beam η k that is projected onto the null space of the channel h k ∈ C N t ×1 ,
where s k denotes a information symbol for user k's confidential message, α k denotes a weight between the information signal and artificial noise beams, w k = h k /||h k || and η k =η k /||η k || denote the beamforming vectors for information signal and artificial noise, respectively, for z ∼ CN 0, Fig. 5 -(a) shows the average network secrecy rates of the optimal beamforming, which is obtained by exhaustive search, and the maximum ratio transmission (MRT) and ZF-based beamforming (15) . Note that although the linear combination of MRT and ZF is a sub-optimal beam design, its secrecy rate converges to the optimal performance as the number of users K grows. This is because the probability that the channel vectors of K −1 unintended users are isotropically distributed in N t -dimensional space increases with K . Fig. 5-(b) shows the optimal power portion of the artificial noise transmission with respect to SNR ρ, for a different number of users K ∈ {5, 10, 15}. It shows that the noise power portion goes to zero and some constant values in low and high SNR regimes, respectively. It is also shown that the noise power portion grows with the number of users K . This is because the number of potential eavesdroppers increases with K , and the AP is required to transmit more artificial noise to interfere with the increased potential eavesdroppers.
Based on the computation of achievable secrecy rate for each possible scheduling, the transmitter schedules a user who can achieve the largest secrecy rate. Since all users except the scheduled user are affected by the artificial noise, it is able to effectively degrade the link conditions of all potential eavesdroppers with a limited number of transmit antennas. For low and high SNR regimes, the closed form expressions of the scheduling rule and the secrecy rate performances have been derived in [34] , [35] , and they provide some information on the role of user scheduling and the characteristics of average sum secrecy rate. For a high SNR regime, the optimal user scheduling is approximated by selecting a user who has the weakest dominant eavesdropper. On the other hand, for a low SNR regime, the optimal user scheduling is approximated by selecting a user who has the largest main channel gain [34] , [35] . Fig. 6 and 7 compare the achievable sum secrecy rates of several transmission schemes in low and high SNR regimes, respectively. In both SNR regimes, the average sum secrecy rates of the RCI-based scheme decrease rapidly as the number of users K grows; however, the secrecy rates of the scheduling based scheme are not significantly affected by K . Even the sum secrecy rate slightly increases with K in the low SNR regime. In the low SNR regime, the additive noise is more dominant factor for degrading the secrecy rate compared to the information leakage. For this reason, in the low SNR regime, the secrecy rate is able to increase with K by means of the multi-user diversity gain with opportunistic user scheduling. When N t ≥ K , the RCI-based scheme has enough spatial degrees of freedom to provide mutually orthogonal communication links to users and outperforms the scheduling based scheme in the high SNR regime. However, since the transmission over multiple parallel channels is usually not an effective way to maximize the sum rate in the low SNR regime, the RCI-based scheme shows lower secrecy rate than the scheduling based scheme even for N t ≥ K . From this observation, we can conjecture that the opportunistic single confidential message transmission is more beneficial to improve the sum secrecy rate when there is not enough spatial degrees of freedom at the transmit-side.
IV. FUTURE TECHNICAL CHALLENGES A. CONFIDENTIAL BROADCASTING FOR INTERMEDIATE-SIZED BC
As shown in the previous section, the concurrent transmission of multiple confidential messages over the parallel channels with RCI and the confidential message transmission with single user scheduling have been developed for serving small and large numbers of users, respectively, and have shown reasonable sum secrecy rate performance in their respective environments. However, the confidential broadcasting technique for the intermediate-sized networks, where the number of users is comparable to the number of transmit antennas, have not been investigated yet. This motivates new future research topics on confidential broadcasting techniques encompassing not only the small-and large-sized networks but also the intermediate-sized network. Based on the observations from the two conventional techniques, the opportunistic multi-user scheduling may have potential to provide further performance improvement compared to the concurrent transmission of all confidential messages and the transmission with single user scheduling. Furthermore, the linear precoder should be re-designed with multi-user scheduling since the conventional designs (13) and (15) do not work well in the intermediate-sized network.
B. PRACTICAL CODES FOR CONFIDENTIAL BROADCASTING
All the aforementioned works have dealt with the information theoretic performances on the basis of the random coding. The results obtained with the random coding are able to provide the information on the theoretic performance limits but do not provide the practical information for implementation. Recently, there have been several works on practical codes for physical layer security. In particular, the polar and lattice codes have been investigated for confidential broadcasting [36] - [39] , and some of them are shown to be able to achieve the secrecy capacity. However, these practical codes have focused on the traditional simple broadcast channel model, where there is a single confidential message for only one of two users, and cannot be directly applied to general broadcast channels. Therefore, practical code for general broadcast channel is important research topic for the confidential broadcasting techniques presented in previous sections to achieve their respective secrecy performances in practical systems.
V. CONCLUSION
In this paper, major technical issues on confidential broadcasting have been discussed. First, a two-user BC has been considered as a basic channel model, and its secrecy capacity region is shown to be achieved with S-DPC. However, the S-DPC cannot be extended to general scenarios where there are more than two users, and the optimal transmission scheme and the secrecy capacity region have not been derived in a K -user BC. As a sub-optimal method with a low computational complexity, several works have investigated linear precoding techniques for BC with more than two users. It is possible to achieve a positive sum secrecy rate regardless of the number of users in network. When the number of transmitter antennas is larger than the number of users, the multiple confidential messages transmission over parallel communication links with RCI-based scheme is an effective method for maximizing the sum secrecy rate. On the other hand, if the number of users is much larger than that of transmit antennas, the single confidential message transmission with user scheduling shows higher sum secrecy rate than the multiple confidential message transmission with RCI. Furthermore, the results of scheduling-based strategy motivate new future research topics on the BC with confidential messages.
